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ABSTRACT

RESEARCH PAPER The explosive growth of Internet of Things (IoT) devices in home environments,
coupled with the inherent limitations of these devices in terms of computing
power, memory, and energy consumption, has increased the level of cyberattacks

Received: 2025-7-13 to an unprecedented level. Traditional home networks lack adequate security

Accepted: 2025-11-2 mechanisms to deal with emerging loT-specific threats. This paper presents a
comprehensive and multi-layered solution to enhance security in loT-based home
networks. The proposed approach, titled "SecHome-loT", is composed of three
main layers: (1) a deep learning-based anomaly detection layer (automated

KEYWORDS: preprocessing and 1D convolutional neural network with long-term short-term

memory), (2) a secure virtualization layer based on lightweight microservices (using

hardware containers and critical path isolation), and (3) Dynamic and adaptive
policy management layer (using adaptive-neural fuzzy inference system). Best
hardware-software simulation on real-world datasets CICIDS2017, Bot-loT and

UNSW-NB15 along with implementation on Raspberry Pi platform and OpenWrt

smart switches shows that the proposed method is superior to the previous ones

(such as 10T-IDSA and Deep-STM) with an attack detection rate of 98.6% and a false

positive rate of 1.4%. It has an improvement of 25% in security and performance

metrics. This paper provides a roadmap for the security of IoT home networks by
providing a comprehensive threat analysis, real-world and similar
implementations.
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