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EETEIGITRET G Mo SR Website clicks that redirect Android phone users to malicious
websites with fake virus warnings or phishing attacks are increasing exponentially. Although

a Uniform Resource Locator (URL) blacklist is considered as a suitable countermeasure for
such attacks, it is difficult to efficiently identify malicious websites. To the best of our
knowledge, no research has focused on detecting attacks that redirect Android phone users
to malicious websites. Therefore, we propose a redirection detection method that focuses on
the URL bar change interval of the Android-based Google Chrome browser.

The proposed method, which can be easily installed as an Android application, uses
the Android Accessibility Service to detect unwanted redirects to malicious websites without
collecting information about these websites in advance. This paper describes the details of
the design, implementation, and evaluation results of the proposed application on a real
Android device. We set threshold values for the number of times the URL bar changes and the
elapsed time to detect redirects to malicious websites for the proposed method.

: This work has two advantges. At the first, the presented Igorithm is simpler than
other ways. The second, the algorithm is more effective than others. Based on the results, we
investigated the causes of false positive detections of redirects to safe websites and proposed
solutions to manage them. We also present threshold values that can minimize the false
positive and negative rates, as well as the detection accuracy of the proposed method based
on these threshold values. In addition, we present evaluation results based on access reports
of real users participating in the WarpDrive project experiment, which show that the proposed
method minimizes false positives and successfully detects most redirects to malicious
websites.
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fix Generic . Do not close this
window!
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We have detected that your Generic has been
infected with viruses. It will soon corrupt your
sim card, data, photos, and contacts if no action
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Step 2: Run the app to remove all viruses.
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