APJ 6 (3):76-88, Autumn 2025

Arman Process Journal (APJ) § e
TR0 Arman Process Journal (AP)) 0
S O'V":\ Ve

License Number: 87090

Homepage: https://www.armanprocessjournal.ir "
b7

Approaches to Address the Challenge of Intrusion in Cloud Computing Services

Hosein Mansouri !

1 Department of Computer Engineering, Khodabandeh Branch, Islamic Azad University, Khodabandeh, Iran

ABSTRACT

RESEARCH PAPER

Received: 2025-8-17
Accepted: 2025-12-24

KEYWORDS:

Cloud Computing,
Security,

Disturbance Penetration,
Attack,

* Corresponding author:
% h.mansouri@iau.ac.ir

Nowadays, cloud computing is the preferred choice of any
organization based on information and communication technology
due to its flexible services and outstanding pay-as-you-go features.
Some cloud-based networks face various security challenges due to
the lack of fixed infrastructure and centralized management.
However, the security and privacy of cloud computing systems is a
fundamental problem of cloud computing due to their distributed
architecture and vulnerability to unwanted inputs. The role of
unwanted attack detection systems in cloud security is very
important because it acts as a preventive security layer and, in
addition to identifying known attacks, can detect many unknown
attacks. In this article, we intend to review these systems and
describe approaches to deal with the challenge of intrusion into
cloud computing services.
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