APJ. 4(3):1-16, Autumn 2023

Process
Journal

Arman Process Journal (APJ)

Homepage: armanprocessjournal.ir

An overview of Online Fault Tolerance for FPGA logic blocks

S. Gohari™*

1 Computer Engineering Department, Islamic Azad University, North Tehran Branch, Tehran, Iran

ABSTRACT

Received: 28 August 2023
Accepted: 19 November 2023

KEYWORDS:

Adaptive Computing,

Fault Tolerance,
Field-Programmable Gate
Arrays (FPGA),
Reconfigurable Computing,
Reconfigurable Systems,
Reliability

! Corresponding author
X sgohari.1984@gmail.com

Most adaptive computing systems use reconfigurable hardware in the form of
field programmable gate arrays (FPGA). In order for these systems to be fielded
in harsh environments where high availability and reliability are a requirement,
the programs running on FPGAs must be hardware fault tolerant, as this is the
case during the lifetime of the system. may occur In this paper, we present new
fault tolerance techniques for FPGA logic blocks, which are developed as part
of the Self-Standing Test Areas (STAR) approach for test and diagnosis, and
online configuration (we tolerate over 100 logic faults through the actual
implementation on an FPGA containing a 20 x 20 array of logic blocks). A key
feature is the reuse of incomplete logic blocks to increase the number of
effective spares and extend mission length. To increase fault tolerance, we not
only use faulty non-faulty sections or logic blocks with minor faults, but also use
faulted sections of faulty logic blocks in non-faulty modes. By using and reusing
faulty resources, our multilevel approach extends the number of tolerable
faults beyond the number of available spare logic resources. Unlike many row,
column, and piecewise methods, our multi-level approach can tolerate faults
that are evenly distributed over the logic area, while also clustering faults in the
same local area. Meanwhile, system operations are not interrupted for fault
detection or computational fault-transitor configurations. Our fault tolerance
techniques are implemented using ORAC2 series FPGAs that specify
incremental dynamic runtime configuration.
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Acronym Meaning
ASC Adaptive Computing
BIST Built-In Self Test
DSSM Digital Single-side band Modulator
Fault ByPassing Raving Configuration
FABRIC Filip Flop
FF FIBOnaccie humber generator
FIB Field Programmable GateArray
FPGA Fault Tolerance
Horizontal STAR
FT Look- UP Table
H_STAR Optimized Reconfigurable Array
LUT Place and Route
ORCA Programable Logic block
PAR Partially Usable Block
PLB Random Number Generator
PUB Static Random Access Memory
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