Arman Process Journal 3(1), Spring 2022

Process
Journal

Arman Process Journal
(APJ)

Homepage: www.armanprocessjournal.ir

Security Feasibility in Cloud Services, Challenges, Opportunities and Prospects

Marzeih Ahmadimoghadam

Computer Engineering Group, Zanjan Branch, Islamic Azad University, Zanjan, Iran

ABSTRACT

Received: 4 March 2022
Accepted: 29 May 2022

KEYWORDS:

Cloud Computing
Security

Service Agreement
Authentication
Authorization

1 Corresponding author
=
m.ahmadimoghadam@ziau.ac.ir

Cloud computing is a new computing model that includes network computing, distributed
computing; Parallel computing, virtualization technology, applied and auxiliary computing
and other computer technologies originated. The security issue of cloud computing is very
important and this issue can prevent the rapid development of cloud computing. If a security
problem occurs for cloud computing, it can no longer be used on a large scale, and its rapid
and widespread use by people will decrease. The two security issues of data privacy and
service availability are among the issues that are raised about the security issue of cloud
computing and are among its key security issues. Applying a security method alone cannot
solve the security problem of cloud computing; Rather, a wide range of technologies, as well
as new technologies and strategies, must be used together to protect the entire cloud
computing system. This article introduces some fundamental cloud computing systems and
the problem of security feasibility of cloud computing and existing risks and its related
strategy as challenges, opportunities and perspectives of this field, according to the ideas and
characteristics of cloud computing.
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