Arman Process Journal 2(4): 1-5, Winter 2022

Process
Journal

Arman Process Journal
(APJ)

Homepage: www.armanprocessjournal.ir

loT Security Challenges and Solutions

S. Ganjkhanloo™, Z. Bigdeli?

1 Department of Computer Engineering, Zanjan Branch, Islamic Azad University, Zanjan, Iran
2 Department of Computer Engineering, Zanjan Branch, Islamic Azad University, Zanjan, Iran

ABSTRACT

Received: 2 October 2021
Accepted: 26 December 2021

KEYWORDS:
Internet of Thing
Security Protocols
Privacy
Architecture

! Corresponding author
% ganjkhanloo.s@yahoo.com

The Internet of Things (loT) is one of the fastest technologies to be used in a variety of
applications in the last decade and is in fact a large distributed network in which billions of
intelligent devices are connected. Smart devices connect wirelessly or wirelessly to
communicate, process, compute and monitor various real-time scenarios. The Internet of
Things promises a world in which intelligent communication from most devices is possible via
the Internet anywhere, anytime with the least possible human assistance. However, security
and privacy are the main concerns of the Internet of Things that can affect its sustainable
development. Inadequate device updates, lack of efficient and robust security protocols, user
ignorance, and active device monitoring are some of the major security challenges that the
Internet of Things faces. In this article, we have dealt with the issue of IoT security from

different dimensions and examined the related challenges and solutions.
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